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1 Classical Pseudorandom Generators and Functions

Definition 1 (Classical PRG). A function

G : {0, 1}n → {0, 1}m

with m > n is a pseudorandom generator (PRG) if:

1. G is computable in polynomial time,

2. For every quantum polynomial-time distinguisher D,∣∣∣∣ Pr
k←{0,1}n

[D(G(k)) = 1]− Pr
y←{0,1}m

[D(y) = 1]

∣∣∣∣ ≤ negl(n).

The quantity m − n is called the stretch. A fundamental fact is that stretch 1 already implies
arbitrary polynomial stretch via iteration.

Time restriction. The polynomial-time restriction on D is essential: without it, exhaustive
search over all seeds breaks any PRG.

Definition 2 (PRF). A function

F : {0, 1}n × {0, 1}m → {0, 1}

is a pseudorandom function if for all quantum polynomial-time distinguishers D with oracle access,∣∣∣∣Prk [DFk = 1]− Pr
f←F

[Df = 1]

∣∣∣∣ ≤ negl(n),

where F is the set of all functions {0, 1}m → {0, 1}.

Notice that here, we assume that the distinguisher has quantum access to the pseudoran-
dom/random function.

Definition 3 (One-Way Function). A function f : {0, 1}n → {0, 1}n is one-way if:

1. f is polynomial-time computable,

2. For every quantum polynomial-time algorithm A,

Pr
x←{0,1}n

[f(A(f(x))) = f(x)] ≤ negl(n).

Theorem 1 (H̊astad–Impagliazzo–Levin–Luby). One-way functions exist if and only if pseudoran-
dom generators exist.

Theorem 2 (Goldreich–Goldwasser–Micali). Pseudorandom generators exist if and only if pseudo-
random functions exist.

We notice that such results were proven only in the classical setting, but they were also lifted
to the post-quantum setting (i.e. the distinguisher is quantum).

Thus:
OWF ⇐⇒ PRG ⇐⇒ OWF.
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1.1 Impagliazzo’s Five Worlds

Impagliazzo described five possible “worlds” depending on the existence and strength of crypto-
graphic primitives.

• Algorithmica/Heuristica: P = NP/We can solve NP-complete problems in practice. No
meaningful cryptography exists.

• Pessiland: Average-case hardness exists but no one-way functions.

• Minicrypt: One-way functions exist (hence PRGs and PRFs), but public-key cryptography
may not.

• Cryptomania: Public-key cryptography exists.

2 Quantum Pseudorandom States (PRS)

Let m be polynomial in n.

Definition 4 (Pseudorandom States). A generator

G : {0, 1}n → (C2)⊗m

is a pseudorandom state (PRS) generator if:

1. G is quantum polynomial-time computable,

2. For all t = poly(n) and all polynomial-time quantum distinguishers D,∣∣∣∣Prk [D(|ψk⟩⊗t) = 1]− Pr
|θ⟩∼Haar

[D(|θ⟩⊗t) = 1]

∣∣∣∣ ≤ negl(n),

where we define |ψk⟩ = G(k).

The parameter t is essential due to the no-cloning theorem: distinguishability may emerge only
when multiple copies are available. In this class we will see the following:

1. We can break PRS with an oracle to PP.

2. OWF ⇒ PRS

3. PRS
BB
̸⇒ OWF, where BB stands for Black-box reductions. This means that if we are given a

black-box that gives us PRS, we cannot construct OWFs solely from it.

3 Breaking PRS with PP

In this section we explain the key idea behind Kretschmer’s result that any pseudorandom state
generator can be broken in PP [5].
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3.1 Definitions

Definition 5 (PP). The complexity class PP (Probabilistic Polynomial-Time) is the class of decision
problems L ⊆ {0, 1}∗ for which there exists a deterministic polynomial-time Turing machine M such
that for every input x:

x ∈ L ⇒ Pr
r
[M(x, r) = 1] > 1

2 ,

x /∈ L ⇒ Pr
r
[M(x, rr) = 1] ≤ 1

2 .

Theorem 3 (Toda’s theorem). PH ⊆ PPP.

Definition 6 (PostBQP). The complexity class PostBQP (Postselected Bounded-Error Quantum
Polynomial-Time) is the class of decision problems L ⊆ {0, 1}∗ for which there exists a uniform
family of polynomial-size quantum circuits {Qx} such that for every input x:

• The circuit Qx produces two designated output bits:

– a postselection bit p,

– a decision bit b.

• The probability that the postselection event occurs is nonzero:

Pr[p = 1] > 0.

• Conditioned on the event p = 1, the decision bit satisfies:

x ∈ L ⇒ Pr[b = 1 | p = 1] ≥ 2
3 ,

x /∈ L ⇒ Pr[b = 1 | p = 1] ≤ 1
3 .

The probabilities are taken over the measurement outcomes of the quantum circuit, and the
circuit size is polynomial in |x|.

Theorem 4 ([1]). PostBQP = PP.

4 The attack

For the attack, we are going to use the following two lemmas.

Lemma 1 (Classical Shadows [3]). Let O1, . . . , ON be N observables acting on m qubits, and let ρ
be an unknown m-qubit mixed state. For parameters ε, δ > 0, there exists a quantum procedure that
performs

T = O

(
log(N/δ)

ε2

)
single-copy measurements of ρ in randomly chosen Clifford bases and produces classical data (called
classical shadows) from which one can estimate all expectation values

Tr(Oiρ)

simultaneously for every i ∈ [N ] up to additive error ε with probability at least 1− δ.
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Lemma 2. For any fixed |φ⟩ ∈ CN , and let ε > 0. Then:

Pr
|ψ⟩∼Haar

[
|⟨ψ|φ⟩|2 ≥ ε

]
≤ e−ε(N−1).

We are going to construct a distinguisher D that receives a state |ϕ⟩⊗T , where either |ϕ⟩ = |ψk⟩
is a pseudorandom state for a random k ∈ {0, 1}n, or |ϕ⟩ = |θ⟩, for a Haar-random state |θ⟩. We
let b = 0 if D is given copies of a pseudorandom state or b = 1 otherwise.

Let us define the observables Ok = |ψk⟩⟨ψk| Notice that for all k, the original state |ϕ⟩ was a
pseudorandom state, there exists a k ∈ {0, 1}n such that Tr(Ok |ϕ⟩⟨ϕ|) = 1. On the other hand, we
have that using union bound on Lemma 2 gives that us that with probability 2n2−(2

m−1)/3 over a
Haar random |ϕ⟩, Tr(Ok |ϕ⟩⟨ϕ|) ≤ 1

3 for all k ∈ {0, 1}n.
We can then use then Lemma 1 with N = 2n, ε = 1

3 and δ ≈ 0.001, and it gives us an
(exponential) algorithm C that, with probability close to 0.999, uses the measurement outcomes of
the state |ϕ⟩ and compute Tr(Ok |ϕ⟩⟨ϕ|) for all ks with additive error 1

3 . In this case, using these
values, C can check if there exists a k such that Tr(Ok |θ⟩) ≥ 2

3 , which distinguishes pseudorandom
states from Haar random ones with high probability.

Notice that C cannot be directly used as the distinguisher since it runs in exponential time.
But we will now construct another algorithm D that uses only the fact that C exists to distinguish
pseudorandom states from Haar random ones.

The distinguisher D will pick T random Clifford circuits C1, ..., CT , and will apply Ci to the i-th
copy of the received state with outcomes s1, ..., sT . We are going to construct a PostBQP algorithm
B that, given (C1, ..., CT , s1, ..., sT ), distinguishes if it comes from pseudorandom states of Haar
random ones with high probability. Using a query to PP, which is equivalent to PostBQP, the
distinguisher D can learn the output of B on (C1, ..., CT , s1, ..., sT ), which finishes the proof. Thus,
we focus now on constructing B.

First, B constructs the following state:

ρ =
1

2
|0⟩⟨0| ⊗ Ek[|ψk⟩⟨ψk|⊗T ] +

1

2
|0⟩⟨0| ⊗ E|θ⟩[|θ⟩⟨θ|⊗T ]. (1)

B will then apply the Cliffords C1, ..., CT on the second register, and post-select on the mea-
surement being (s1, ..., sT ). Finally, B measures the first bit, gets the measurement outcome X and
outputs it. We will argue that the guess from B is correct with probability ≥ 0.995.

For i ∈ {0, 1}, let pi = Pr[X = i|C1, ..., CT , s1, ..., sT ]. Notice that from Bayes decision rule, we
have that for every function f

Pr[f(C1, ..., CT , s1, ..., sT ) = X] ≤ Pr[argmax
i
pi = X]. (2)

Since C can use C1, ..., CT , s1, ..., sT to correctly guess if the state is pseudorandom or random with
probability 0.999, we have that Pr[argmaxi pi = X] ≥ Pr[X = b] ≥ 0.999. We can use the law
of total expectation and Markov’s inequality to show that B makes the correct measurement with
proability at least 2

3 (Exercise).
The only remaining problem is that B is not currently efficient! Constructing the Haar random

states from Equation (1) takes exponential time. For that, we can use the following object:

Definition 7. An ensemble of pure states {(pi, |ψi⟩)}i over H is called an ε-approximate state
T -design if ∥∥∥∥∥∑

i

pi (|ψi⟩ ⟨ψi|)⊗t − Eθ∼Haar

[
(|θ⟩ ⟨θ|)⊗t

]∥∥∥∥∥
1

≤ ε.

These objects can be constructed efficiently and unconditionally for every fixed T .
We can replace the Haar random states from Equation (1), which will incurr in some loss in the

correct guess of the distinguisher, but we will still have a constant advantage.
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5 Constructing PRS from PRFs

We now present the Ji–Liu–Song construction [4], whose security proof was originally proven by [2].
Let

Fk : {0, 1}m → {0, 1}

for k ∈ {0, 1}n be a PRF.
Define:

|ψk⟩ =
1

2m/2

∑
x∈{0,1}m

(−1)Fk(x)|x⟩.

This is efficiently preparable by:

1. Preparing uniform superposition,

2. Computing Fk(x) in superposition,

3. Applying a phase kickback.

We must show that for every t = poly(n) and every quantum polynomial-time distinguisher D,∣∣∣∣Prk [D(|ψk⟩⊗t) = 1]− Pr
|θ⟩∼Haar

[D(|θ⟩⊗t) = 1]

∣∣∣∣ ≤ negl(n).

The proof proceeds in two hybrids:

• Hybrid 1: Replace the PRF Fk with a truly random function f .

• Hybrid 2: Show that random phase states approximate Haar states in t-th moments.

Hybrid 1: PRF to Truly Random Function Define:

|ψf ⟩ =
1√
M

∑
x

(−1)f(x) |x⟩

where f : {0, 1}m → {0, 1} is uniformly random.

Lemma 3 (PRF Hybrid). For every efficient distinguisher D,∣∣∣∣Prk [D(|ψk⟩⊗t) = 1]− Pr
f
[D(|ψf ⟩⊗t) = 1]

∣∣∣∣ ≤ negl(n).

Proof. Given oracle access to D, we build a PRF distinguisher that simulates |ψk⟩⊗t using super-
position queries to Fk. If Fk is replaced by a random function f , the output state becomes |ψf ⟩⊗t.
Any non-negligible distinguishing advantage would violate PRF security.

Thus it suffices to show that random phase states are t-wise indistinguishable from Haar states.



6

Hybrid 2: From random phases to Haar random states. Let us define

ρphaset = Ef
[
|ψf ⟩ ⟨ψf |⊗t

]
and ρHaar

t = Eθ
[
|θ⟩ ⟨θ|⊗t

]
.

Security reduces to bounding:
||ρphaset − ρHaar

t ||1.

Using tools from quantum information theory, we can show that

ρHaar
t =

Πsym

Tr(Πsym)
,

where Πsym is the projector onto the symmetric subspace of (CM )⊗t. Its dimension is dim(Symt(CM )) =(
M+t−1

t

)
, where M = 2m.

On the other hand, we have that

|ψf ⟩⊗t =M−t/2
∑

x1,...,xt

(−1)f(x1)+···+f(xt) |x1, . . . , xt⟩ ,

and thus
ρphaset =M−t

∑
x,y

Ef
[
(−1)

∑
i f(xi)+

∑
i f(yi)

]
|x⟩ ⟨y| .

Because f is uniformly random, the values {f(x)}x are independent unbiased bits, and thus

Ef
[
(−1)

∑
i f(xi)+

∑
i f(yi)

]
= 0

unless every input appears an even number of times in the multiset {x1, . . . , xt, y1, . . . , yt}. If we
assume that each xi ̸= xi′ for all i ̸= i′ and analogously for all yi’s, this occurs if and only if
(y1, . . . , yt) is a permutation of (x1, . . . , xt).

Notice that having a collision (xi = xi′ or yi = ui′ for some i ̸= i′) happens with probability

O
(
t2

M

)
. Therefore, if we define Sm,t = {(x1, . . . , xt) : xi distinct}, and

ρ̂phaset =M−t
∑

x∈Sm,t

∑
π∈St

|x1, . . . , xt⟩ ⟨xπ(1), . . . , xπ(t)| ,

we have that

||ρphaset − ρ̂phaset ||21 ≤ O

(
t2

M

)
.

Let us define
A =

∑
x∈Sm,t

|x⟩ ⟨x| .

Then notice that

ρ̂phaset =M−tt! ΠsymAΠsym

Since A acts almost like identity on the symmetric subspace (up to collision errors),

∥ρ̂phaset − ρHaar
t ∥1 = ∥ΠsymAΠsym −Πsym∥1 = O

(
t2

M

)
.

Thus:

∥ρphaset − ρHaar
t ∥1 ≤ ∥ρphaset − ρ̂phaset ∥1 + ∥ρ̂phaset − ρHaar

t ∥1 = O

(
t2

M

)
.
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If m = ω(log n) (and thus M = 2ω(logn) and t = poly(n), then:

t2

M
= negl(n).

Thus:

∥ρphaset − ρHaar
t ∥1 ≤ negl(n).

6 Separation Between PRS and QMA = BQP

We will consider the quantum oracle O = (U , C) proposed by [5] relative to which:

• BQPO = QMAO, and

• Pseudorandom States (PRS) and Pseudorandom Unitaries (PRUs) exist.

Notice that if BQPO = QMAO, then OWFO cannot exist since BQPO = QMAO can invert them.
We define the oracle O = (U , C) as follows

• Quantum Oracle U : U is a sequence of unitaries {Un}n∈N, where each Un is a direct sum
of 2n different Haar-random n-qubit unitaries. Specifically, Un ∼ µ2

n

2n , where µ2n is the Haar
measure over 2n × 2n unitaries. This means Un consists of 2n independent Haar-random
unitaries.

• Classical Oracle C: C is a language constructed deterministically and independently of U .
It is defined in stages, where for a string x, C(x) = 1 if:

1. x describes a quantum oracle circuit VU ,C(|ψ⟩) that queries U and C,
2. V runs in time at most |x| − 1,

3. The average acceptance probability of V (as a QMA verifier) is greater than 1/2 when
averaged over U ∼ D, where D is the distribution of U .

6.1 PRS/PRUs from O

The PRU ensemble for a given length n is directly supplied by Un. The family {Uk}k∈{0,1}n consists
of the 2n different Haar-random n-qubit unitaries in Un. This family has an efficient implementation
relative to U , as each Uk can be simulated with a single query to Un.

The security of PRUs relative to O relies on the fact that any polynomial-time adversary A
with classical advice cannot distinguish a Haar-random unitary from the PRU ensemble with non-
negligible advantage. This is proven using the BBBV theorem (optimality of Grover’s algorithm)
and the strong concentration properties of the Haar measure. The key idea is that the advantage of
A is small with extremely high probability, even after union bounding over all choices of classical
advice.

6.2 BQPO = QMAO

The intuition of the proof comes from the fact that the oracle C is constructed so that a BQPO

machine can simulate the behavior of a QMAO verifier. Specifically, C allows a BQPO machine to
approximate the maximum acceptance probability of a QMAO verifier V by:

1. Performing process tomography on Un to learn a unitary transformation Ũn that is close to
Un, for small n
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2. Constructing the description of a new QMAC verifier WC that simulates V by replacing queries
to Un with Ũn or Haar-random unitaries,

3. Querying C with the description of WC to approximate the maximum acceptance probability
of WC .
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